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This document contains non-binding terms and conditions for a possible arrangement between your organization (“Company”) and 
Mastercard. It is not an offer or commitment by Mastercard to enter into negotiations or into a definitive agreement on the basis of 
the terms described in this document. Both Mastercard and/or Company may decide to withdraw from the discussions at any time 
without liability or further obligation to the other, except for a failure to maintain the confidentiality of this document and its 
contents. The final terms of any agreement, including additional standard terms and conditions, between Company and 
Mastercard will be contained in a definitive agreement approved and signed by an authorised representative of each of Company 
and Mastercard.

 

The information in this document is confidential and proprietary to Mastercard and may not be disclosed to any third party or used 
by Company or its affiliates for any purpose other than to evaluate the business terms and conditions of the possible arrangement 
described in this document. Information in this document or in any report or deliverable provided by Mastercard in connection with 
the possible arrangement relating to the projected impact on the Company’s financial performance, or the results that the 
Company may expect generally are estimates only. No assurances are given that any of these projections, estimates or 
expectations will be achieved, or that the analysis provided is error-free.



Mastercard has been 
applying  cybersecurity 
principles to secure 
global payments 
network for the past 50 
years
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WHY MASTERCARD

Securely Store Over 

18 Petabytes of 
Sensitive Data

Secure Data & 
Transactions 

for 2 Billion 
Cards Annually

Mitigate

3.2 Million 
Phishing 

Attempts on 
Our Network 

Annually

Detect & Defeat

200 Attacks on Our 
Network Every Minute 

of Every Day



Threat Protection

"As the threat landscape 
evolves, cyber criminals are 

leaving no stone unturned -- 
and companies -- no matter 

how big or small -- are only as 
strong as their weakest link." 

Dr. Larry Ponemon, chairman and founder, 
The Ponemon Institute

TPP

TPP

TPP

TPPTPP

TPP

TPP

TPP

TPP

TPP

TPP



©
2

0
2

3
 M

a
st

e
rc

a
rd

. P
ro

p
ri

e
ta

ry
 a

n
d

 C
o

n
fi

d
e

n
ti

a
l

We are evolving with the ecosystem - from securing transactions to 
protecting trust in every interaction

Enhance security in the consumer 
digital transaction journey

Extend security to other types of 
transactions beyond cards

Expand security beyond transactions to 
cyber environments

Extend security to mitigate systemic 
operational risk
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Assess cyber risk exposure

Protect assets against attack

Organize trust in the ecosystem

2

3

1

We are evolving with today’s world…
from securing transactions to protecting trust in every interaction.

understanding and identifying cyber-
related vulnerabilities and threats

reducing impact on our stakeholders 
and the digital ecosystem

continually improving the performance 
of global cybersecurity

Cloud-based threat solution combating DDoS (Distributed 
Denial of Service), common Web Application attacks, and 
malicious Bot activity

Threat Intelligence

Threat Protection 

Curated & unique 
threat data from a 
global sensor network

STRATEGY – MASTERCARD CYBER SECURITY

Cybersecurity Ratings & Insights  

Continuous third-party and supply 
chain cyber risk monitoring

Continued Innovation

▪ “Global Trust Exchange” understanding ecosystem compliance status and risk

▪ Global cyber fusion center to inform the ecosystem on real-time threats

▪ Continuous Control Monitoring to ensure all operational assets are protected
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Pinpoint and prioritize cyber risk 
from third parties

Risk Priority Summary
✓ Identification, Prioiritisation & Mitigation of vulnerabilities 

across your network and those of every third party, supplier 
and vendor in your portfolio

✓ Aggregated and continuous cyber risk rating for every 
third-party service provider and vendor based on the 
assessment of their cyber environment

✓ Light touch onboarding with continuous support from 
RiskRecon and Mastercard Cyber experts throughout

✓ Actionable risk mitigation plans are easily shared with 
third-party service providers and vendors using the 
collaboration portal

✓ Tailor made solution providing versatility to customer 
requirements and full customer success and support 
throughout 

1

Companies with cyber risk rating of ‘F’ are 4x more likely to 

experience a data loss event according to RiskRecon analysis.

DID YOU KNOW?
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RISK RECON – HOW IT WORKS

How is the cyber risk score determined?

8

1 2 3

An 
organization’s 

web

Input

Evaluate security 
measures in place to 
combat risks like malware 
and ransomware 

1. Email security
2. Breach events
3. Network filtering
4. DNS security
5. System Reputation

Security 
Assessments

Infrastructure 
Assessments

Assess software and 
hardware system risks 

6. Web encryption
7. Application Security
8. Software patching
9. System hosting

Analyze the impact each issue 
uncovered based on its 
criticality as well as sensitivity 
of the system where it’s 
identified

Impact 
Analysis

Cyber Risk Score

+
-

+ +

+
-

-

--

-
-

-

-

+

+

+
-

The cyber risk score is determined by continual noninvasive evaluating over 40 criteria across 9 security domains. 
The impact of all vulnerabilities is analyzed to produce a cyber risk score, action plans and more.

1. Vulnerabilities identified
2. Prioritization
3. Remediation 



Mastercard CZ and 
Healthcare Institute 
Czech Rep assess 
cyber resilience in 
Czech hospitals
CASE STUDY 2022-2023-2024
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Late 2021 Mastercard and HCI CZ signed a partnership that includes providing 
RiskRecon cyber assessment, education and for the last 2 years co-partnering on 
the annual gala conference “THE EFFECTIVE HOSPITALS”.

SOLUTION DELIVERY

2022 2023

➢ Initial introduction of the new “cyber resilience” category 
powered by RiskRecon

➢ Mastercard awarded top ranked hospitals and insurers, 
granted access to RR and provided individual security 
workshops

➢ In partnerships with Healthcare Institute CZ, Prianto CZ and 
Worldline CZ

➢ In 2nd year of “cyber resilience” category evaluation we see 
positive trend within healthcare industry

➢ The overall RR score shifted from 7,9 to 8,2 

➢ 85% of hospitals scored A, B compared to 77% in previous year

➢ Hospitals scored D, F dropped from 9% in ‘22 to 3% in ’23

➢ Mastercard established new partnership with Worldline CZ to 
leverage user pay
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Firms with cybersecurity hygiene rated as D and F have experienced a 
35x higher frequency of breach events compared to A rated 
organizations. 

RISKRECON | METODOLOGIE

2022

2023

November 2023



"As the threat landscape 
evolves, cyber criminals are 

leaving no stone unturned -- 
and companies -- no matter 

how big or small -- are only as 
strong as their weakest link." 

Dr. Larry Ponemon, chairman and founder, 
The Ponemon Institute

TPP

TPP

TPP

TPPTPP

TPP

TPP

TPP

TPP

TPP

TPP

My Cyber Risk
RiskRecon Small Business Package
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Small businesses are prime targets amidst the 
exponential rise in cybercrime

1. ASTRA SECURITY. 2023. 2. CYBERCATCH. SMALL AND MEDIUM-SIZED BUSINESSES RANSOMWARE SURVEY. APRIL 2022 3. FIREWALL TIMES.  23 SMALL BUSINESS CYBERSECURITY 
STATISTICS. 2022. 

On average, small business cybersecurity incidents can cost up to $600,0001

86% of small businesses are not prepared to handle a cyberattack1

61% of SMBs experienced a cyberattack during the last year3

43% of cyberattacks target small businesses1

75% of small businesses will fold 7 days after a ransomware attack2

43%

75%

86%

61%

$600,000

LANDSCAPE
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✓ Cyber risk rating of their online environment

✓ Security profile that encompasses a list of vulnerabilities 
prioritized by asset value and issue severity 

✓ IT profile that encompasses a list of all internet-facing 
systems and their hosting details such as the name and 
location of the hosting provider and number of systems 
being hosted with that provider

✓ Downloadable detailed reports on all identified 
vulnerabilities

✓ High-level remediation action plans for fixing the uncovered 
vulnerabilities

My Cyber Risk provides small businesses with:

14

FEATURES

Help your small business 
customers pinpoint and 
prioritize cyber risk

For illustrative purposes only
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15 NOVEMBER 7, 2022

RiskRecon RiskRecon’s My Cyber Risk

What does 
it do?

Who 
benefits?

Who 
uses it?

How is it 
accessed?

RiskRecon portal

Any company or government entity

Chief Information Security Officers
Third-Party Cyber Risk Professionals
Internal Security Professionals
RiskRecon portal

Provides cyber risk rating and reporting on any 
organization’s third parties (vendors, suppliers, 
partners)

Identify, monitor and remediate security and cyber 
risks across any organization’s supply chain 

Via issuer, acquirer, any channel or reseller partner

Any small business with less than 100 employees and 
5 or fewer domains

Small Business Owners

Provides cyber risk rating and reporting on an 
organization’s own environment

Detect, monitor and suggest remediation of cyber 
risks across an organization’s digital environment

1

2

3

4

Cyber risk ratings for underserved small organizations 

DELIVERY



Cyber Security for SME’s with 
Heureka Group in CZE 

https://heureka.group/cz-cs/blog/novinky/ochrante-se-
pred-kyberhrozbami-audit-s-70-slevou/

https://heureka.group/cz-cs/blog/novinky/ochrante-se-pred-kyberhrozbami-audit-s-70-slevou/
https://heureka.group/cz-cs/blog/novinky/ochrante-se-pred-kyberhrozbami-audit-s-70-slevou/
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RiskRecon Threat Protection  
swiftly mitigates DDoS attacks 
and safeguards web 
applications

Our threat protection platform delivers a simple and 
effective way to mitigate a wide array of cyber attacks 
to keep your organizations’ assets safe on an 
application and network level. 

Plus, you can combine the services to suit your needs 
and they can all be monitored in real-time via a cloud-
based portal. Meaning, you don’t have to worry about 
hardware or large upfront investments.

SOLUTION

✓ Cloud-Based DDoS Protection

✓ Secure Web Facing Applications 

2



CASE STUDY 2023

DDoS Protection for Access 
Control Servers (ACS) in ROM
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USE CASE: D D OS AT TACKS AT ACS PROVID ER

Leading Access Control Server Provider in  SEE Region 

Coverage

Sizing

Top 
Customers

Use cases

Focused mainly on the Romanian Market, but with presence also in 

Hungary, Kosovo, Malta and Serbia

• 76% Romanian Market share in terms of processed Authentication

• 81 MM Authentications processed annually 

• ACS Provider, Processor, Payment Service Provider & OBO Token Requestor

• Tier 1 issuers in the region
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Due to Market dominance, any downtime / issue is impacting the entire market

MARKET PROBLEM
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Challenge
• Monthly, continuous DDOS attacks (up to 120 GB), severely 

impacting the user experience (downtime, long loading time, communication 

interruption)

• Customer (Issuer) complaints and market disruption (card holders 
choosing to pay using al alternative method)

• Moving to a more complex setup (additional 6 Servers), 
separating traffic for top tiered customers

• Akamai service deployment

• Smart Authentication Direct

Mitigation 

• Between 2%-5% of Monthly Authentications lost due to 
DDoS attacks 1 with high Panamera Fee impact



©
2

0
2

2
 M

a
st

e
rc

a
rd

. P
ro

p
ri

e
ta

ry
 a

n
d

 C
o

n
fi

d
e

n
ti

a
l

SOLUTIO N OVERVIEW
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Mastercard Threat Protection 
(aka. Baffin Bay) Deployment

3 months trial started in June ‘23

Setup
• 1 Server covered (Tier 1 ROM Issuer)

• Network DDoS Protection & Web application 
Protection (Layer 5)

• 3 Ports protected (brand agnostic)

• Traffic segmentation, leading to attacker 
identification and country blocking

Reporting and Monitoring
• Out of the box reporting available and in-

depth analysis performed by our teams

Contractual Terms
• 3 Months trial, with Mastercard covering cost 

in case of failed mitigation
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Pilot conclusion and next steps

RESULTS

What worked

• Time to Market, with teams operating with a sense of urgency 
and technical deployment finalized in 1 day

• Mastercard / Baffin Bay clearly outperformed existing DDOS 
protection service provider (based on Authentication data & 
customer feedback)

• Communication channels - Ad-hoc discussions when attacks 
were detected, involving issuer

• Smart Authentication Direct included into a DDoS mitigation 
package

There were also learnings for Mastercard that enhanced 
the service offerings! 

Vs

Mastercard Stand-In

Issuer in scope 
of the pilot

0.59%

Similar Issuer

4.2%

Targeting in Q2 2024

100%
Coverage of ACS provider traffic

Vs

Issuer Authentication Success Rate* (Panamera data)

December data

89.95%

June data

87.10%
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Why

Data Accuracy
99.1% accuracy. 

Visibility & Transparency
Spend less time clarifying results.

Risk Prioritization
Focus on risk that matters most to you.

Automated Workflows  
Reduce and remove manual processes. 

Custom Action Plans
Continuously collaborate and act on risk.  
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Q &A
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